City Council Regular Meeting
AGENDA ITEM

CITY OF
NORTH LAS VEGAS

NUMBER: 20

SUBJECT:

Purchase Agreement with Dyntek Services, Inc. in an Amount Not to Exceed $75,243.74 to Renew Fortinet
Maintenance and Security Services for the City’s Firewall Security Appliances. (Citywide) (For Possible Action;
Recommendation — Approve)

REQUESTED BY: WARD:
Dennis Moriarity, Director of IT (Citywide)

RECOMMENDATION OR RECOMMEND MOTION:
That City Council approve the Purchase Agreement with Dyntek Services, Inc. in an amount not to exceed
$75,243.74 to renew Fortinet maintenance and security services for the City’s firewall security appliances.

FISCAL IMPACT: ACCOUNT NUMBER:
Amount: $74,243.74 00408-180165-430630-000000
Explanation: Purchase quote accounted for in approved CIP23053

STAFF COMMENTS AND BACKGROUND INFORMATION:

Fortinet firewalls are essential in enterprises to bolster network security. They serve as a frontline defense by
monitoring network traffic, blocking unauthorized data packets, and detecting and preventing intrusions in
real-time. These firewalls offer application control and web filtering capabilities, helping organizations
manage and secure network resources. They support secure VPN connections for remote access and ensure
optimized network performance through traffic shaping and QoS policies. Fortinet firewalls also provide
extensive security event monitoring, compliance reporting, and threat intelligence, making them versatile
tools for regulatory compliance and threat prevention. Their scalability, regular updates, and multi-layered
security approach contribute to their popularity in safeguarding enterprise networks from cyber threats.

As part of the infrastructure refresh project, the Information Technology department will be renewing all
existing maintenance and security services subscriptions with coterminous end dates with all appliances in
operation. Competing quotes were requested from Dyntek, SHI, and Fortinet direct with Dyntek being the
lowest responsive and responsible vendor.

CIP No. 23053 Related Item:

LIST CITY COUNCIL GOAL(S): Responsible Fiscal Management

PREPARED BY: Respectfully Submitted MEETING DATE:
Dennis Moriarity, Director of IT Ryann Juden, December 6, 2023
City Manager




